Major Sin # 22: 
Stealing From the Spoils of War
وَمَا كَانَ لِنَبِيٍّ أَن يَغُلَّ وَمَن يَغْلُلْ يَأْتِ بِمَا غَلَّ يَوْمَ الْقِيَامَةِ ثُمَّ تُوَفَّى كُلُّ نَفْسٍ مَّا كَسَبَتْ وَهُمْ لاَ يُظْلَمُونَ

It is not for any Prophet to take illegally a part of booty (Ghulul), and whosoever deceives his companions as regards the booty, he shall bring forth on the Day of Resurrection that which he took (illegally). Then every person shall be paid in full what he has earned, - and they shall not be dealt with unjustly. (Aali Imran 3:161)
Abdullah ibn ‘Amr narrates, “There was a man named Karkara who took care of the Prophet’s belongings.  The man died and the Prophet (saw) said, ‘He is in the Fire.’  The people then went and searched his place and found a cloak which he had stolen from the spoils of war.” (Bukhari)
It has been narrated on the authority of Abu Huraira who said: One day the Messenger of Allah (may peace be upon him) stood among us (to deliver a sermon). He talked about the misappropriation of booty, and declared it to be a serious matter and a grave sin. Then he said: I shouldn't find that any of you should come on the Day of Judgment with a growling camel mounted on his neck, and should appeal to me for help saying:" Messenger of Allah, help me." and I should say: I have no authority to help you; I already communicated to you. I shouldn't find that any of you should come on the Day of Judgment with a bleating ewe mounted on his neck, and he should say to me:" Messenger of Allah, help me," and I should say: I have no authority to help you; I conveyed to you. I shouldn't find that one of you should come on the Day of Judgment with a Person crying loudly mounted on his neck, and he should say to me:" Messenger of Allah, help me," and I should say: I have no authority to help you; I conveyed to you. I shouldn't find that any one of you should come on the Day of Judgment with fluttering clothes wrapped round his neck and he should say to me:" Messenger of Allah, help me," and I should say: I have no authority to help you; I conveyed to you. I shouldn't find that any of you should come on the Day of Judgment with a heap of gold and silver placed on his neck and he should say to me:" Messenger of Allah, help me." and I should say: I have no authority to help you; I already conveyed to you (the warning from the Almighty). (Muslim)
Why is this so bad? Oppression!
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